Security Features - Logon Request and Password Reset

Friday, November 22, 2013
1:16 PM

Introduction

There are a few changes coming to the website that will affect how New User Requests are processed
and how the Account Recovery Process is implemented.

e There is now an option to reset User Passwords
e There is now an option to request User Access

This should help reduce the amount of time taken to obtain User Access.

W havwe updatod o wibste Lo be more Usev fendly and efhcent.

Forgot your logon or password? Reset it here
Don't have a logon? Request one here

For tachnizal juppart on the website, pleais wend an email te [TivppartPepid com,
This website is beat viewed using Goopls Chigme 19, Safarl 317, Frafas 13, or £,
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New User Request Form

New users will be prompted to enter their information and select which company they are requesting
access for from a drop down list. These requests for access will be forwarded to the Account Manager
for the company they are requesting access for. Any users who cannot find their company listed will be
prompted to enter their company manually. These requests will be directed to an Admin to handle
manually.
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Request New User Code
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Displayed Above
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For tachnical support on the website, please send an email to Tiupport@cpfd com,
This website i1 best viewed using Gooele Chrome 19, Safari 5,17, Firafox 13, or 13,

Manager Approval Process

Once a request has been submitted an email will be sent to the appropriate manager. When any
manager logs on to the website that has pending requests waiting they will get a big red link at the top
of the main menu that will take them to the approvals page. Once on the Approval page, all you need to
do is click ‘Approve’ or ‘Deny’ and the appropriate email will be sent to the user.
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Associate Menu

have redesigned our Products Report Page to be more user friendiy.
Thewmmtmoeummmlmupma-hmmwmnwmmm

Acrciss detadbid infoumation for 8 spific produet,

iy Gaer your prodict srods oB of oo devitee,

CPFD Web Portal General Info Page 2



Pending User Logon Requests
“We have redesigned our Products Report Page 1o be more wser friendly.
The old Product Reports page will remain up for a shon pericd while we make this fransition”

| SAH0TT TS P

Far technical ruppart on the website, please send an emadl to Thuppon@opld com.
This: weebsite i bt viewed using Google Chigme 19, Safar 5.0, 7. Firafos 13, or 5.
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New Required Information

Due to these changes we will be requiring a valid email address for all users and for users to select a
security question and answer. This information will be used to retrieve their user information in the
event they forget it. Any user not having a valid email or security question and answer on file will be
automatically redirected to their profile page to add this information.

Application Setfings Delaull CPFD Dliision
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For tachnical yupport on the website, plase send an emad 1o [Tiupportedophd com.
Thiis webiite hmmﬂm MWWWMMEL

New Security Policy

All Client passwords will be required to be a minimum of 7 characters and must include 1 uppercase
character, 1 lowercase character, and 1 number. Passwords will be required to be changed every 90
days. Any users with passwords that do not meet this requirement will be prompted to change their
password at logon. Users that are inactive for 90 days will be deactivated. Users inactive for 180 days
will be deleted. Any user that has been deactivated will need to contact IT Support to get reactivated.
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= Loging inactive for 90 wii be desctivated and
ﬂuml"ﬂﬂ Irt-n.dir:"r:’

« Loging inactive for 100 days will be deleted.
Forgot your logon or password? Reset it here
dhangn e

Fer tachnisal teppart on the wabiite, pleace sand an email te Tivppart@spidcom,
This wabsite i bast viewed wing Gaogle Chrams 13, Safari .17, Eirafon 13, or IES,
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Sample Emails

Sample Approved Access Email

DSS ASF Application Support

 CPFD Email Motification
Serts Frio /242002 10:08 AN

Your request for a logon to Coagtal Food Distributor’s webgite hag been approved
User Code: Annie Ungenman
Password: 4e56a604

You will need to change vour password the first time you logon.

Sample Denied Access Email
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Coastal Pacific Food Distributers Website Suppont

CPFD Email Motification
Fii 972072012 9:48 AM
=" A UnGErien

Your request for a logon to Coastal Food Distributor's website has been denied. Please
contact vour account manager to dispute this denial.

Sample User Code Request Conformation Email

Coastal Pacific Food Distributors Website Support

CPFD Email Motfication
Fri 9/20/2012 13:20 AN
# Annie Ungerman

Your request for a new password hag been received.
You will et an email with vouwr new username and passord once it is approved.

Sample Account Manager Notification Email

DSS ASP Application Support

CPFD Email Motification
Tenk Wed 3/29/2012 1243 PM
T ! Anrie Ungerman

You have pending New User Request on the website.
www.cpfd.com
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